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Abstract

utomotive OEMs can derive significant cost savings

by reducing the quantity of physical crash tests and

thereby accelerate product development, when
they follow the Euro NCAP Virtual Testing procedure. It
helps in optimizing the overall vehicle development
process via more efficient simulations, as well as facilitates
in early adoption of new safety regulations. In this pursuit,
companies must comply with strict Euro NCAP require-
ments, which includes transparency and traceability of
virtual tests. A major challenge therein is model valida-
tion — which requires highly precise detailing and exten-
sive use of data for accurately replicating real physics of
the problem. Deploying these workflows into an existing
simulation process can be a complicated and time-
consuming task, particularly when integrating various
simulation and testing methods. A powerful simulation
process and data management system (SPDM) can
thereby assist companies to automate their entire simula-
tion process, ensures transparency for all stakeholders

Introduction

ithin the purview of the virtual product develop-
ment process, which uses CAE simulations as a
major driving force, the complexity of managing
vast amounts of simulation data manually has drastically
increased. Some factors attributing to this are — increasing
number of simulation model parts, complicated develop-
ment processes as well as scale of simulation model. The
introduction of virtual testing procedure from Euro-NCAP
makes the virtual product development process even
more complex and adds up to the amount of data and
associated processes, which needs to be managed by a
CAE engineer. Thus, to tackle this challenge, a simulation
process and data management (SPDM) system can
be advantageous or in a true sense even unavoidable.
The virtual testing procedure can be deployed in
various steps. The first step would be to automate the
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and optimizes the collaboration experience. In this paper,
authors demonstrate how companies can use a SPDM
system to integrate Virtual Testing into their simulation
workflows, ensuring end-to-end automation, comprehen-
sive documentation, data traceability and maximum
transparency. Various aspects of Virtual Testing can
be efficiently managed within SPDM system - definition
and tracking of project requirements, efficient manage-
ment of model data, automatic simulation setup, auto-
mated analysis of results and generation of interactive
web reports consisting of Virtual Testing specific checks,
which drastically reduces CAE engineer’s manual effort,
followed by a secured and efficient transfer of data to
Euro NCAP web portal. Ensuring input and output data
against any manipulation is a key concern in an industrial
level Virtual Testing process, which is addressed via auto-
matic hash generation for the simulation data. The
process of making data tamper proof can be managed
and tracked within a SPDM system, which ensures confi-
dence in simulation results.

process of data generation and preparation, constituting
simulation input and result data as well as data from
physical tests. This must be done for both the vehicle
manufacturer (VM) and the certifying entity, e.q. Euro-
NCAP. Subsequent steps should focus on processes and
security mechanisms to safeguard the data against any
kind of manipulation, intended or un-intended. This paper
addresses the initial step of automatic data preparation
and discusses an approach for safeguarding the data
against manipulation.

To deploy virtual testing procedure of FE models with
CAE solver LS-DYNA, an automatic process has been
setup within a SPDM system. Within this process, hashes
are generated and preserved for individual model parts
every time the CAE engineer starts a simulation. These
hashes are then included in web reports automatically
generated with the simulation results. This offers a
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mechanism to quickly and efficiently check if any unal-
lowed modifications were made in the model parts that
must remain unchanged across all the validation and
virtual testing load cases.

The hash generation, their management, and report
creation were all automated. The testing authority, in this
case Euro-NCAP, has strict quality and quantity require-
ments for the result data to be uploaded to their web-
portal. These strict requirements can be easily and consis-
tently checked with the help of a SPDM system, which
can manage the FEM model data, the processes involved
in their development, the result generation and the auto-
matic checks for the quality and quantity result data
requirements.

Virtual testing crashworthiness (VTC) has been applied
to the far-side impact scenario to increase the robust-
ness of the occupant protection assessment using addi-
tional virtual tests in the form of CAE simulations. These
additional virtual test cases are variations of the standard
load cases as prescribed in the Euro-NCAP Far Side
Occupant Test and Assessment protocol. In [1], Euro-
NCAP defines the detailed process flow for virtual testing
encompassing both VM and the certifying entity. The
diagram in Figure 1 provides an overview of various steps
involved in virtual testing — from simulation and testing
data generation to data exchange with Euro-NCAP. The
first step is to ensure that the VM has a valid virtual
simulation model for sled, body in white, seat, restraint
system, including seatbelt load limiter, airbag, etc. This
virtual model of the vehicle environment should be inter-
nally validated by the VM at a component level as well
as with material tests. A pre-validated vehicle simulation
model means that the model parameters have been
tuned in such a way that it produces results which
validate against some reference testing results, coming
from component or system level tests done internally
by the VM.

In the next step, VM must use their pre-validated
vehicle virtual model and a qualified WorldSID dummy
simulation model to perform a total of 8 simulations,
which consist of 2 validation load cases, as shown in
Figure 2 and additional 6 virtual testing load cases, as
shown in Figure 3. Across all 8 simulation load cases, most
of the simulation model parts must remain unchanged.
As described in [1], only prescribed boundary conditions
i.e. crash pulse and geometric position i.e. nodal coordi-
nates of dummy, seat, seatbelt including buckle are
allowed to be changed. All the other simulation inputs
like material definitions, control cards, element definitions,
contact settings, mass scaling, etc. must be kept the same
across all 8 simulated load cases, and in this paper, such
simulation model parts will be referred to as “static
model parts”.

m Euro-NCAP Process Overview.

Virtual vehicle model ready for use in virtual
testing at VM g

2. Simulation by VM
1. Virtual World SID Model
fulfiling qualfication criteria

Validation load|
cases

VT load cases|

!

Upload simulation results
to VTC Server

|

v

Data complete and quality
criteria fufilled?

Yes

v

6. Assessment of VT

3. Sledtests of validation load

cases load cases
l A
Upload sledtest results Yes
to VTC Server

2nd
No

4. Validation of vehicle model
(Comparison of sled tests with
simulations)

Acceptance criteria fufilled?.

s

5. Simulation of load cases with
adjusted boundary conditions

VT assessment not
considered for rating

m Validation load cases to be simulated under Euro-
NCAP Virtual Testing Crashworthiness procedure.

Seat Seat Subtype of
position | position the test
x z

Virtual Testing
reference ID for
Hardware Tests

Virtual Testing
reference ID for
Simulations
FS_Pole_75_x-
ref_z-
ref_50M_Sim_1

Impact

Pulse
angle

Pole 75 FS_Pole_75_x-ref_z-

Pole 75 x-ref zref degree ref_S0M_Test_1

FS_Pole_75_x-
ref_z-
ref_50M_Sim_3
FS_AEMDB_75_x
-ref_z-
ref_50M_Sim_1

FS_AEMDB_75_x-
ref_z-
ref_S50M_Test_1

AE-MDB 75

AE-MDB 75 x-ref z-ref
degree

FS_AEMDB_75_x
-ref_z-
ref_50M_Sim_3

Validation load cases are those for which both simula-
tion and physical testing results are provided by the VM
and are compared against each other by Euro-NCAP to
validate the virtual model. Once the results for all 8 simu-
lation load cases are submitted to Euro-NCAP web-portal,
Euro-NCAP will evaluate them for their completeness as
well as for specified quality criteria. After a successful
acceptance of the simulation results, Euro-NCAP will issue
a unique sled test ID, using which the VM must then
conduct the physical far side sled test for the 2 validation
load cases according to the far side occupant testing
protocol from Euro-NCAP. The VM must then upload the
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physical sled test result to the Euro-NCAP web-portal,
which will also be evaluated and used for assessment of
the 2 validation load cases. Only upon successful correla-
tion of the 2 validation load cases against the physical
sled test results, Euro-NCAP gains confidence in the
accuracy of the vehicle simulation model provided by the
VM and considers the result from the other 6 virtual
testing load cases for final rating evaluation.

Thus, it becomes an inherent requirement for a CAE
engineer at the VM to ensure the following:

1. result data is complete
2. result data satisfies Euro-NCAP quality criteria

3. all 8 simulation results come from simulation
models in which the “static model parts” do
not change

4. the 6 virtual testing load cases lead to
satisfactory Euro-NCAP rating values

It is expected that until the above requirements are
fulfilled, one or more of the total 8 simulation runs will
be repeated multiple times at the VM by the CAE Engineer
in an iterative process. Several iterations might be needed
until the conditions mentioned in step 2 and in 6 in [1] are
satisfied. Also, the VM must have sufficient confidence in
the vehicle virtual model that it's ready to predict the
occupant response for the load cases specified in Euro-
NCAP far side tests. To achieve this confidence, the VM
must do several simulation iterations internally, which in
turn would generate even more simulation data, increasing
the amount of data that needs to be managed manually.

IEELEEY Virtual testing load cases to be simulated under
Euro-NCAP Virtual Testing Crashworthiness procedure.

Impact Seat Seat Virtual Testing
Pulse angle P"s;"“" POSIZ“OH Subtype of the test reference ID for
Pole 75 "'Egz' 2-high Pole 75 degree (z-high) Fﬁ’w
AE-MDB 60° x-ref z-ref Pole 60 degree FS—':;%%&:?;{TLZ‘
AE-MDB | 75 x'fi_gl' zhigh | AE-MDB 75 degree (z-high) FS*QE'?{?(?M?:;XTU'
AE-MDB | 90° xref 2ref AE-MDB 90 degree FS—’?E&?&{’S‘:I—;‘TLZ‘
AE-MDB | 90 x';fifg@:z' 2-high | AE-MDB 90 degree (z-high) stﬁgmgfﬁﬁgﬁjf—l'

To have an industrial and productive implementation of
virtual testing procedures, it is crucial to have an efficient
and automatic simulation workflow. Such a process could
be built upon the following key ideas, which are also the
objective of the current work:

1. How a SPDM system can be used for enhanced
collaboration and traceability through
version management

2. Automatic hash generation and management for
static model parts

3. Efficient job submission, and result
data management

4. Automatic result preparation and
report generation

5. Efficient way to check the requirements in
previous section

6. Efficient way to export result data for submission
to Euro-NCAP

Setting up of the entire virtual testing procedure in a
SPDM system offers various advantages. Some of them
are as follows:

1. Single source of truth — centralized access to data
and processes for everyone who is involved in the
product development process

2. Structured data storage — ensures consistency,

reusability and exhaustive change
documentation

3. Enhanced traceability via version management

4. Process automation — ensures significant increase
in efficiency, reduces human errors and leads to
reproducible results fast

To demonstrate the capabilities of a SPDM system,
SCALE.sdm from SCALE GmbH was used to manage the
vast amount of simulation and testing data involved in
the virtual testing procedure applied to Euro-NCAP’s Far
Side Occupant Protection and Assessment Protocol, as
well as automation of various processes which are a part
of the virtual development process. It was also demon-
strated how simulation and testing results can be visual-
ized, and automatic interactive web reports can be gener-
ated. The project management module of SCALE.sdm
was used to set up various project requirements and their
threshold values. Subsequent sections provide a brief
overview of the practical implementation of virtual testing
in a SPDM system.

Project Requirements Setup

The first step in setting up a project in a2 SPDM system
would be to define the technical requirements and objec-
tives of the project and map them against their threshold
values. In the context of Euro-NCAP virtual testing proce-
dure, these requirements can be either the rating evalu-
ation criteria as shown in Figure 4 or quality criteria as
shown in Figure 5. These threshold values can then
be used later in the evaluation report for each physical
sled test or simulation result.
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m Euro-NCAP evaluation criteria.

~ 6.3 Table 7.: EUrONCAP VTC. (10)

a3ms

80.00 < x< =
TP
0000 <x<2000 JX 2

Abdomen compression
Chest compression
Head excursion

Head HIC15

Lumbar Fy

Lumbar Fz
Lumbar Mx 0.000 < x<120.0 1200 = x<

Pubic Symphysis Force

0 0000O0COCOOO

D000 =x<2500

Upper Neck MyoC

m Euro-NCAP quality criteria.

v EuroNCAP VTC Test quality criteria ()

Added / Total Mass
:

Full Setup: Houglass / Internal
Max. H-point Z displacement (f.

Simulation Run Time / Max. Y

0000

WSID: Houglass / Internal Ener.

Model Input Data Management

It is recommended to split a monolithic simulation input
model into modular parts, which could be developed and
simulated independently of each other. This ensures an
effective collaboration and increased traceability of the
changes made to each component, making the overall
development process more efficient.

The simulation input model was split into multiple
components like dummy, seat, seatbelt, BIW, airbag, etc.
and all these were managed in the input data manage-
ment module of SCALE.sdm. Various process scripts for
simulation job submission to the high-performance cluster
(HPQ), as well as scripts for post-processing were also
managed together with the input data. For a better visu-
alization of the simulation input data and associated
process scripts, a folder-like structure is configured as
shown in Figure 6.

Euro-NCAP far side load cases were defined within
SCALE.sdm as so-called Run Configurations, shown in
Figure 7. A Run Configuration acts as a blueprint for a
load case simulation and defines which model parts
(components) and parameters should be used for a
specific load case. The mapping of components (i.e. solver
include files) and parameters (e.g. airbag time to fire) to

m Input data management within SCALE.sdm.

Run configuration or load cases within SCALE.
sdm.

ERERE-2F 4

1o, Test
1cap TesT
164D, €7, ATL

a particular load case (Run Configuration) is done via
internal attributization, in which certain attributes are
assigned to components and parameters, and are also
referenced in the Run-Configuration definition. This auto-
matic mapping determines the correct content of the
load case. The internal attributization allows each compo-
nent to be used across multiple load cases, without having
to manually assign each component to the corresponding
load cases. This enables a CAE engineer to set up
hundreds of simulation models at the click of a button.
A SPDM system offers CAE engineers extensive collab-
orative working experience in which team members can
work on the same project from different geographies at
the same time. Different team members can work on the
same project and create their own versions of the project
data — called Pool Versions. These Pool Versions can later
also be merged to create project versions with changes
coming from different CAE engineers. With a strict version
tracking system, it is possible to capture and document all
the changes which occur from one project version to
another. In the context of virtual testing, this version
tracking also plays an important role as users can track
what model changes have been made between validation
and additional virtual testing load cases. SCALE.sdm offers
two major possibilities for version visualization — a rail
graph for basic navigation as shown in Figure 8 and a

m Version control in SPDM: Simple rail graph for
easier navigation.
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m Version control in SPDM: Detailed history graph

detailed history graph for an extensive tracking of various
versions and their relationships, as shown in Figure 9.

The SCALE.sdm system also offers a possibility to
integrate and automate the lifecycle of a simulation job,
which can comprise of various stages — like a stage to
assemble the simulation model, a stage to submit the
simulation job to the HPC, finally a stage to execute post-
processing scripts for key result extraction, needed for a
quick evaluation of simulation. SCALE.sdm offers a Jobs
tab within which progress feedback for each stage of a
simulation job can be monitored.

Assembly Template and STATIC
BLOCK Handling

SCALE.sdm offers an application programming interface
(API) for managing the simulation input data at the time
of simulation job submission to HPC or when assembling
a simulation job on the local workstation. Such an API is
referred to as an assembly-template in the SCALE.sdm
terminology. An assembly-template is a Python script,
which can access the contents of a simulation job, which
is also called assembly-context, with the help of a Python
module, provided by SCALE.sdm. This assembly template
is used to set up the master input deck for the given load
case, and this will depend on the CAE solver being used.
In this paper, an assembly-template for LS-DYNA simula-
tion jobs is being used. A special assembly-template has
been developed to automate the following steps:

1. Exporting components (i.e. includes) as individual
key files

2. Exporting the master file, printing include
statements in it

3. Writing component metadata in specified files

4. Parameter replacement with load case
specific values

5. Computation and reporting of hashes for static
model parts

m Fictional keyword cards for static model parts in
LS-DYNA.

*CONTROL_CONTACT
0.0 0
]
0.0 0
1

0
*CONTROL_CPU

cobor
o
o ooo

roo

*CONTROL_ENERGY
*CONTROL_OUTPUT
$ 1
1
2
*CONTROL_RIGID
*CONTROL_SHELL
0.0
1.0
0
0

omom o oof
o

oo » o oo
oo o o oo

NODE
5000001 -146.83640 -0.21606500 766.60809
= -0.19832100 773.21039
1
1

- -0.18168300 779.76093
5000004 -154.77811 = 6845800 786.13672

cooo
cooo

6. Execution of cluster scripts on the HPC

7. Execution of user specified scripts for
process automation

To handle hash generation for static model parts,
we first need a mechanism to identify them. In this paper,
a fictional LS-DYNA keyword card syntax is assumed,
which would mark the beginning and end of the static
model parts, like PGP encryption blocks within an
LS-DYNA input deck. Figure 10 describes the assumed
structure.

The information between the fictional LS-DYNA cards
should describe the static model parts, and this informa-
tion within a given component must remain unchanged
across all 8 simulated far side load cases to be submitted
to Euro-NCAP. To check this, hashes of these static model
parts are calculated by the assembly-template automati-
cally during the assembly process and stored with the
output results. These hashes are unique to every static
model part block, and it changes if any modification is
done in that particular block. In a virtual testing specific
report, the hashes calculated across all the 8 relevant load
cases are presented in a “diff” view, which gives engineers
a quick overview of which static model parts have
changed, intended or not.

Simulation Setup

The simulation time must be set in such a way that it is
at least 20% more than the time for maximum head
excursion in the y direction. The global coordinate system
of the vehicle virtual simulation model should be set such
that x-direction is facing rearwards, z-direction is facing
upwards. The vehicle centerline defines the x-z plane. To
identify the y-z plane, VM must select a suitable point of
origin, which must remain consistent across simulation
and physical tests. The WorldSID dummy must be posi-
tioned inside the vehicle model and its position should
be measured at some predefined locations as mentioned
in [1] for both simulations and tests and must be provided
to Euro-NCAP as a part of the uploaded data. Dummy
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must be seated under gravity to avoid any non-physical
spring back effects.

Automatic Postprocessing

Automatic extraction of raw results data after a simulation
is finished on HPC cluster is started using some post-
processing scripts to generate the key results, curves,
images and animation videos, which are in turn required
for assessment of Euro-NCAP load cases. Tools such as
Animator® from GNS systems, Reporter® from Arup, as
well as other python scripts are executed automatically
in batch mode during a post-processing stage. The results
extracted thereby are converted into ISO-MME format
and uploaded onto SCALE.sdm Result module, where all
the CAE engineers involved in the project have access to
perform any kind of assessment or evaluation. The post-
processing scripts which are executed to extract the
results are also versioned together with simulation input
data. Thus, it is possible to track which version of a script
was used with a given version of input data to generate
certain results.

Web Report for Data Evaluation

Apart from the standard static PDF reports, SCALE.sdm
also offers CAE engineers a web client interface with an
inbuilt capability to create own interactive web reports
with images, curves, tables, animation videos, etc. which
can be customized to specific requirements of a CAE
engineer. Using this web interface, CAE engineers can
also select multiple results, either coming from a simula-
tion or a physical sled test and compare their results on
the fly. In current work, the focus was to create web
reports to verify the quality criteria and rating assessment
criteria as prescribed by Euro-NCAP virtual testing proce-
dure for far side occupant protection.

The interactive web report starts
with a legend and an overall status overview of some
crucial assessments. It gives CAE engineers a quick
overview whether the quality and quantity criteria, as set
forth by Euro-NCAP, are fulfilled by the selected results
data or not. If an engineer selects multiple simulations
and/or physical test results, all of them would be added
to the legend and a summary of results would be shown
as in Figure 11. In case any of the requirements for a result
or a test is not met, the corresponding result will be shown
with a red background. CAE engineers can then navigate

m Legend and status table in interactive web
reports

Legend HEN =

#invalidResult % Mismatched  # Invalid Rating ~ # *
Criteria Parts Criteria  Channels Videos

Test Name Overall

EMDB_75_x ef_50M_Sim_1_0013_Validation_aemdb Ok 0 0 ns 6

FS_AEMDB_75_xref_z-high_S0M_Sim_1_0013_VT_- Ok 0 0 0 s 6

Not Ok 0 0 1 ns 6

m Euro-NCAP quality criteria for three selected
runs in web reports

Quality Criteria for EuroNCAP

Result ume o |

=01 00216 001871 002309
<01 003338 002759 0.04325
0005 5016e4 5016e4 5016e4

Full Setup - Maximum Hourglass Energy < 10% of Maximum Internal Energy
WSID Dummy - Maximum Hourglass Energy < 10% of Maximum Internal Energy
Maximum Added Mass (%) < Total Model Mass at the begint
Z Displacement (mm) in the first § ms of the simulation =10 42 42 42
(Time of Maximum Head Y Displacement) + 20% < Simulation Time =12 15 15 15
Number of Mandatory Channels 115 15 15 115

Number of Mandatory Videos 6 6 6 6

of the simulation

to the corresponding section in the interactive web report
to analyze which specific criteria was not met, or which
data is missing from the problematic simulation result(s).

Figure 12 lists various quality
assessment criteria and their limiting values, which simu-
lation results need to fulfill to be accepted by Euro-NCAP.
Only when all the uploaded simulation results satisfy the
quality criteria, the VM is allowed to perform the physical
sled tests for the two validation load cases. In addition
to individual quality criteria, the figure also lists the
number of channels and videos which are mandatory for
a successful simulation result data submission to Euro-
NCAP. When users select multiple simulation results,
these are shown in a tabulated format for easy compar-
ison. Any given row with a certain quality criterion is
assigned a green background color, only if all the selected
simulation results satisfy this quality criteria. A yellow
color is given if a limit is satisfied only by a few of the
selected results, and a red color is given if none of the
selected simulation results satisfy the configured
limit value.

During the simulation
job assembly process, hashes were automatically created
for the static model parts. In this section of the report,
these hashes are used to compare the status of various
static model parts across all selected runs. Thus, this
section of the report is relevant only when multiple simu-
lation results are selected. The hash value from the first
selected run is taken as a basis for comparison with any
subsequently selected simulation result. In Figure 13, three
simulations are compared, and the hashes for various
static model parts are listed in three columns. The first

m Hash comparison for static model parts from
the three selected simulations shown in tabulated format in

web report of SCALE.sdm.

Validation of Static Model Parts

Part | | | |

30321 30321 30321
1817a 18172 1817a
jumn deded dedeb de3eb

biw hwac (full) be2df be2df be2df
biw ip03 (full) 16291 1c29f 16291
biw pedals (full) 0837 08347 08347
sled part 1 51471 51471 51471
sled part 2 88c9c 88c9c 88c9c
contact_05 (full) d86e2 d86e2 d86e2
6e3e 36e3e -36e3e
1670a 1670a 1670a
ent 5414c 5414c 5414c
seatpart 1 813c9 813c9 -813¢9
seat part 2 3ca67 3cab7 3ca67
seat belt content 61601 61601 61601
seat belt part 2 9ledc 91e9c 9lesc
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m Key results for rating criteria evaluation

Rating Criteria EuroNCAP

Assessment Criterion Limit | | | | |

HIC15 s 700 3562 1264 34.02
A3ms =80 24136 39.076 24866
Upper Neck Fz =374 0.769 kN 0385 kN 046 kN
Upper Neck MxOC <248 130.285N m 16.7497Nm 148.358 N m
Upper Neck MyOC =50 34.7792Nm 226529 Nm 81.9443Nm
Lower Neck Fz =374 0.0643 kKN 0.12kN 0.0474 kN
Lower Neck Mx(base of neck) =248 3.03289Nm 579696 Nm 1.06369Nm
=700 155146 Nm 129799Nm 7.98114Nm
=50 00 00 00
=65 00 00 00
=28 00 00 0.0
=2 0.745kN 039kN 1.28kN
=35 1.06 kN 0.115kN 0.742kN
=120 95,8547 Nm 482107Nm 104.389Nm
=80 44.6 mm 44.2mm 456 mm

selected simulation run, whose hashes are shown in the
first column, was taken as basis, and this corresponds to
the simulation of the validation load case. If the hash for
a static model part in any of the 2 following run results
differs from the hash in the validation run, that will
be highlighted with a red background color.

Euro-NCAP Rating Criteria All 8 simulation load cases
fulfilling the quality and quantity criteria for a successful
upload of data to Euro-NCAP web-portal is not the end
goal. The VM mainly wants to obtain a good rating for
the far side virtual testing protocol as set by Euro-NCAP.
Thus, the VM should also compute and check the relevant
key simulations results, which Euro-NCAP uses for rating
evaluation. In the example considered in Figure 14, key
results for the third simulated load case exceed the limit
for a favorable rating. Thus, the VM should delay the
upload of simulation results data to Euro-NCAP and
optimize the restraint system until all rating relevant load
cases deliver satisfactory results.

Channel Plotter The interactive report can also display
channel data coming either from a physical test or a
simulation. Channel data corresponds to X-Y curves
capturing results acquired from various sensors in the
physical test or simulation model. There are hundreds of
such sensors in the model capturing various physical
quantities. The user or CAE engineer can navigate through
these curves on 3 levels — first the sensor name, then the
physical quantity, and finally the axis. Euro-NCAP specifies
explicitly which curves must be contained in the delivered
simulation results. If any required curve is missing from
the channel selector list of the report, it will be highlighted
in red for easy recognition from the engineer. In the
square brackets next to the channel name are the number
of simulation runs containing that channel, shown in

Figure 15.

Euro-NCAP Videos Euro-NAP also has strict require-
ments for the submission of 6 videos per simulation
result. All these videos must be in the same camera posi-
tions and perspectives. In the videos section of the inter-
active web report, these videos can be viewed side by
side for all the selected simulation results. There is also
a common slider for each video type for adjusting the
position in the video at the same time for all selected
runs as shown in Figure 16.

m Channel data navigation and plotting in web
report.

Channels

Head CoG acceleromete... ~ Accelerations [3] ~y@

Plot [m/(s*s)] QoL

yim/sr2)

m Navigation of videos in web reports.

00:03 /0020

Front

Data Protection Against
Manipulation

We have demonstrated that setting up a virtual testing
procedure in SCALE.sdm can make the workflow very
efficient, highly automatic, and thereby easy for the CAE
engineer to use. But concerns regarding manipulation of
the data submitted to Euro-NCAP still remain valid. It is
not trivial to establish the authenticity of the hashes for
the static model parts, as shown in the interactive report.
The hashes that are automatically generated for some
crucial model parts using the process implemented in the
SPDM system offer a good comparison to check if the
relevant model parts have changed across the simulation
models, nevertheless these can still be manipulated at
some point in the entire process chain. In fact, it might
be difficult to check that the results data, such as curves,
images and videos that are a part of the ISO-MME dataset
submitted to Euro-NCAP, originate from the declared
input data. A possible solution to this problem would
be that the VM makes the complete simulation input data
as well as the corresponding results available to Euro-
NCAP, so that Euro-NCAP can also internally do the simu-
lations at their end and verify that the submitted results
match to the specified simulation input model. They could
also establish information regarding any model parts
which are changed between various simulations, if at all.
However, this approach poses the problem of Intellectual
Property (IP) safety and responsibility.
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HII{=Rrd@ Proposal for using LS-DYNA encryption for
signing static model parts and simulation results generated
from using those parts.

m Proposal for using LS-DYNA encryption for
signing static model parts and simulation results generated

from using those parts — process flow

Signed via
LS-DYNA

An alternative approach would be to make use of
digital signatures, instead of hashes as shown in Figure
17. Unlike a hash, a signature also confirms that the signed
data remained unchanged since it was signed. Basically,
a signing authority can use their private key to sign the
data as soon as it is generated, verifying its authenticity.
Subsequently, any third party can verify the authenticity
of signed data using a public key of the signing authority.
The signing authority in question can sign both the simu-
lation input and corresponding results data via a crypto-
graphic key, which will help in confirming that they both
belong together and have not been manipulated in any
way. Only those who have a private key can sign and
encrypt a pair of simulation input and corresponding
results data, but any third party who has the corre-
sponding public key can validate the signatures for
the data.

In the context of LS-DYNA, it is already a possibility
that users can encrypt certain blocks of simulation input
data, and LS-DYNA uses an inbuilt PGP key to decrypt
that data. Something similar could also be implemented
directly in the FEM solvers for the static model parts. For
example, LS-DYNA could use its PGP key to also sign the
various static model parts and write their signatures into
an output report, e.g. in d3hsp file. LS-DYNA could also
sign the results generated from this simulation with the
same private key and write corresponding signatures also
in a (also signed) report in a standard output file like
d3hsp. A major drawback of this approach is that it may
happen that other CAE solver vendors might not imple-
ment such a feature into their products. Also, such signing
features are still missing in LS-DYNA, which ANSYS them-
selves will have to implement in the first place.

signed via LS-DYNA

Signed via LS-DYNA

In this paper, we tried to demonstrate how a SPDM
system can assist in setting up a robust and automatic
virtual testing workflow for industrial use. A SPDM system
improves or even enables collaboration among CAE engi-
neers working on common projects, and it increases effi-
ciency in configuring multiple simulations. A detailed
version management system helps in tracking every
change and design iteration with well-documented and
recorded history comments. Finally, automatic creation
of hashes for static model parts, their integration and
evaluation within an automatically generated interactive
web report makes it feasible to quickly evaluate and
analyze the results and asses their acceptability as per
to Euro-NCAP virtual testing requirements.
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